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DPI needs a consistent Several privacy risk mitigations exist
definition for privacy purposes Example 1: Limiting depth Example 2: Limiting breadth
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e Not all DPI uses require whole-packet

e Not all DPI uses require inspection of every
inspection; e.g., use for behavioral advertising

packet; e.g., troubleshooting or gathering usage

IP Source IP: 163.1.52.69,
Destination IP: 216.32.59.120,
Header Total Length: 519, . ..
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ISPs and their use of DPI pose apply depends on DPI use case
- - _ 1 . > . Privacy Risk Mitigation
three unique privacy challenges \/ = mitigation is very feasible
Ex: Many ISPs provide notice of their use of DPI depth | breadtn | DPldata | users jusers choice
* ISPs as Internet gateways: Absent pervasive for troubleshooting or monitoring usage. Monitoring usage
encryption, users cannot route around their ISPs. X: mitigation is not likely feasible s ;:J:;ie(::tmg stats
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Troubleshooting

* DPI prone to mission creep: As a general-purpose

network problems

= mitigation unclear or deployment-specific Behavioral

advertising

technology, DPI installed for one purpose may

Ex: Necessity /length of data retention for

Filtering illegal or
objectionable content

easily be used for other purposes.

behavioral advertising highly dependent on onable con
Proactlve_ monitoring
design of advertising system. for security problems
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